PerVICTpaLI,VIﬂ nosb3oBaTesien B CUCTEME

1. MNMporpamma “npmepaTHUK” (getty, telnetd, rsh, sshd, xdm)
2. lNMporpamma ayteHTugmkaummn (login, ppp, pam moaynb npvepaTHNKa)
3. SHELL nonb3oBatens (sh, csh, window manager, ...)
«[1puBpatHuk» getty

ViameHeHuns npurnaweHns getty B TepMmHanax

[hostX:~] # rcsdiff /etc/gettytab

diff r1.1

/etc/gettytab

39¢39

< :cb:ce:ck:lc:fd#1000:im=rn%s/%m (%h)
(Yt)rnrn:sp#1200:

>

:cb:ce:ck:lc:fd#1000:im=MS DOS 3.0rnrn:sp#1200:

3anyck getty Ha COM noprax:

[hostX:~] # rcsdiff /etc/itys

diff r1.2

/etclitys

46a47

> cuadO0 "/usr/libexec/getty std.9600" vt100 on secure

[hostX:~] # Kill 1

y

NOOKNIOYEHME C APYTrON CUCTEMbI:
[gY:~]#cul

cuad0

OTKIOYMTbCA MOXHO Habpas: ~. unn ~~. (B cny4ae yaaneHHoro noakto4YeHuns)
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«[1puBpaTtHuKun» tenet n rsh

HacTtporika: ceteBoi cynepcepsep inetd
[hostX:~] # cd /etc

[hostX:/etc] # cat inetd.conf

telnet stream tcp nowait root /usr/libexec/telnetd
telnetd

shell stream tcp nowait root /usr/libexec/rshd
rshd

[hostX:/etc] # /etc/rc.d/inetd rcvar
[hostX:/etc] # cat >> rc.conf
inetd_enable="YES"

[hostX:/etc] # /etc/rc.d/inetd start
Starting inetd.

Vicnonb3oBaHue rsh

[hostX:~] # adduser
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Username: uY

[hostX:~] # telnet gY
User (root): uX
Password:

$ cat .rhosts

hostX root

$ exit

Connection closed by foreign host.

[hostX:~] # rsh |

uX gY "uname a"

[hostX:~] # cat /etc/hosts | rsh |

uX gY "cat > hosts.bak"

[hostX:~] # rcp /etc/rc.conf uX@gY:rc.conf.bak
[hostX:~] # rcp uX@gY:/etc/rc.conf rc.conf.bak
54

[hostX:~] # cd /

[hostX:~] # tar cf

etc/

| rsh |

uX gY "cat > etc.tar"

MpuBpaTHUK ssh

HacTporika n 3anyck

Mewvatb fingerprint nyénmyHoro knoya
[hostX:~] # sshkeygen

I

f

/etc/ssh/ssh_host_dsa_key.pub
Vicnonb3oBaHue

[hostX:~] # ssh |

uX gY "uname a"

[hostX:~] # cat /etc/hosts | ssh |

uX gY "cat > hosts.bak"

[hostX:~] # scp /etc/rc.conf uX@gY:rc.conf.bak
[hostX:~] # scp uX@gY:/etc/rc.conf rc.conf.bak
[hostX:~] # cd/

[hostX:~] # tar cf

etc/

| ssh |

uX gY "cat > etc.tar"

AyTeHTUMKaUNS No OTKPbITOMY KoYy
[hostX:~] # sshkeygen

[hostX:~] # ssh uX@gY "mkdir .ssh"

[hostX:~] # cat .ssh/id_rsa.pub | ssh uX@gY "cat >>
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.ssh/authorized_keys"

Mporpamma ayTeHTudurkaumm login
dannbl KOHJUrypaumm

» /etc/login.conf

* /etc/motd

* /etc/pam.d/login

* /etc/COPYRIGHT (Hano co3natb)
3meHeHne knacca peructpaumm
[hostX:~] # pw usermod root L
russian

CM. Takxe «Jlokanuzauus KoHconu» B MpunoxeHunn

3/3



